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daily receivable modem 
group in secure mode. 
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to daily receivable 
modem if not secure. 
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COMMENT 


DENYS OUTBOUND 
CALL FROM 
EXTENSION OR LINE 
FOUND TO BE NON- 
SECURE, ROUTES 
LOG UPWARD 


DENYS INBOUND 
CALL TO EXTENSION 
OR LINE FOUND TO 
BE NON-SECURE, 
ROUTESLOG 
UPWARD . 


ALLOWS AND 
SECURES INBOUND 
CALL TO FAX-ONLY 
GROUP BETWEEN 
9PM AND 6AM, LOGS 
CALL, NO ROUTING 
UPWARD 
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ALLOWS AND 
SECURES INBOUND 
MODEM CALL TO 
DAILY RECEIVABLE 
GROUP, LOGS CALL, 
NO ROUTING 
UPWARD 


ALLOWS AND 
SECURES CALL TO 
COUNTRY X, LOGS 
CALL, NO ROUTING 
UPWARD 


ALLOWS AND 
SECURES CALL 
FROM COUNTRY X, 
LOGS CALL, NO 
ROUTING UPWARD 


ALLOWS AND 
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INTERBRANCH CALL, 
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ALLOWS AND 
SECURES CALL 
FROM EXEC STAFF 
AND ENG. GROUPS, 
LOGS CALL, NO 
ROUTING UPWARD 


ALLOWS AND 
SECURES CALL TO 
EXEC STAFF AND 
ENG. GROUPS, LOGS 
CALL, NO ROUTING 
UPWARD 


CATCH, DENY, 
ALERT, AND LOG ALL 
OTHER CALLS, 
ROUTES LOG 
UPWARD 


ALL 


A 1 1 

ALL 


ALL 


ANY 


ANY 


ANY 


ANY 


ANY 


ANY 


SECURE 
MODE. LOG 


SECURE 
MODE. LOG 


ROUTE, 
EMAIL(F), 
LOG 


ALLOW 


ALLOW 


HCMV 

UbNY 


VOICE. 

FAX, 
MODEM. 

VTC 


VOICE, 
FAX, 

MODEM. 
VTC 


ANY 


ANY 


EXEC STAFF. 
ENGINEERING 


ANY 


EXEC STAFF, 
ENGINEERING 


ANY 


ANY 


OUTBOUND 


INBOUND 


ANY 


o 


O 


oc 


CO 


o> 


o 



\ 

1550 



1552- 



30/32 

CONFIGURE 
CORPORATE-DICTATED 
RULE(S) IN SECURITY 
POLICY 
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MERGE RULES INTO 
CURRENT SECURITY 
POLICY 
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INSTALL UPDATED 
SECURITY POLICY ON 
ALL LOCAL TA 
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SEND CORPORATE- 
DICTATED RULES TO 
SUBORDINATE 
SERVER(S) , 



MERGE RULES INTO 
CURRENT SECURITY 
POLICY 



INSTALL UPDATED 
SECURITY POLICY ON 
ALL LOCAL TA 
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RULE "FIRES" AND TA 
ENFORCES RULE IN 

RESPONSE TO 
SECURITY EVENT 



TA NOTIFIES 
MANAGEMENT SERVER 
THAT RULE HAS FIRED 



1586^ 



SERVER PERFORMS 
TRACK TASKS FOR 
RULE 




SUPERIOR SERVER OF 
RULE FIRING 
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SERVER PERFORMS 




TRACK TASKS 




APPLICABLE TO 




SERVER NOTIFICATION 




(FILTERS ARE 




OBSERVED) 
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32/32 




8^ 

CO 



